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Symptom (public)

VHCTPYKUMK 3a KoHbUrypauwja Ha IPSec VPN mery MikroTik pyTep n Edge Gateway op
VvVDC

Problem (public)

Solution (public)

HajenHOCTaBHMOT HauuH 3a Kpenpake Ha VPN BpckaTa e fla ce HanpaBy KOHeKLja Ao
MikroTik ypenoT npeky WinBox. MoToa fa ce otBopu Terminal cecnja no pyTepoT.

Kpeupare Ha Proposal 3a VPN BpckaTa:

/ip ipsec proposal add name="VPN_Cloud" auth-algorithms=shal
enc-algorithms=aes-256-cbc lifetime=1h pfs-group=modp1024

Kpeunpare Ha IPSec nonuca 3a BTopa asa (pasMeHa Ha Mpexu):

/ip ipsec policy add src-address=<LAN_Subnet> src-port=any
dst-address=<Cloud_Subnet> dst-port=any protocol=all action=encrypt
level=require ipsec-protocols=esp tunnel=yes
sa-src-address=<MikroTik_Public_IP> sa-dst-address=<Edge_Public_IP>
proposal=VPN_Cloud ph2-count=1

Kpeunpare Ha IPSec Peer 3a npBa a3a (BocrnocTaByBare Ha BPCKa):

/ip ipsec peer add address=<Edge_Public_IP>/32 auth-method=pre-shared-key
secret="<PreShared_Key>" generate-policy=no policy-template-group=default
exchange-mode=main send-initial-contact=yes nat-traversal=yes
proposal-check=obey hash-algorithm=shal enc-algorithm=aes-256
dh-group=modp1024 lifetime=8h dpd-interval=2m dpd-maximum-failures=5

Kpeupame Ha Firewall npasuna:

/ip firewall filter

add chain=forward dst-address=<Cloud_Subnet> src-address=<LAN_Subnet>
action=accept

add chain=forward dst-address=<LAN_Subnet> src-address=<Cloud_Subnet>
action=accept

Kpeupare Ha NAT npasuna:

/ip firewall nat
add chain=srcnat dst-address=<Cloud_Subnet> src-address=<LAN_Subnet>
action=accept
add chain=srcnat dst-address=<LAN_Subnet> src-address=<Cloud_Subnet>
action=accept

Op cTpaHaTa Ha Edge Gateway, noTpebHo e fa ce KOHdUrypupaaT cnegHuTe
napameTpu:

PFS: Enabled
Encryption Algorithm: AES256
Diffie-Hellman Group: DH2
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