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Symptom (public)
MNMapameTpu 3a KoHbUrypauumja Ha IPSec VPN Ha Edge Gateway co apyr ypea.

Problem (public)

Solution (public)

[okonky ce BocnocTaByBa Site-to-Site IPSec tunnel co kopucTemne Ha IKE Bep3uja
1, napamMeTpun KOW Ce KOpUCTaT 3a BocrnocTaByBake Ha IPSec VPN mery Edge Gateway
v Opyr ypep ce:

The IKE Phase 1 parameters:

- IKE Version: 1

- Main mode

- Encryption: AES 256

- Digest: SHA-1

- Diffie-Helman Group: DH2 (MODP1024 bits)

- Pre-shared secret (To be exchanged separately)

- SA lifetime of 28800 seconds (eight hours) with no Kbytes rekeying
- ISAKMP aggressive mode disabled

The IKE Phase 2 parameters:

- Encryption: AES 256

- Digest: SHA-1

- ESP tunnel mode

- Diffie-Helman Group: DH2 (MODP1024 bits)

- Perfect forward secrecy for rekeying

- SA lifetime of 3600 seconds (one hour) with no Kbytes rekeying

[okonky ce BocnocTaByBa Site-to-Site IPSec tunnel co kopucTemne Ha IKE Bep3uja
2, NapaMeTpu KOW Ce KOpUCTaT 3a BocrnocTaByBake Ha IPSec VPN mery Edge Gateway
v Opyr ypep ce:

The IKE Phase 1 parameters:

- IKE Version: 2

- Main mode

- Encryption: AES 256

- Digest: SHA-256

- Diffie-Helman Group: DH14 (MODP2048 bits)

- Pre-shared secret (To be exchanged separately)

- SA lifetime of 28800 seconds (eight hours) with no Kbytes rekeying
- ISAKMP aggressive mode disabled

The IKE Phase 2 parameters:

- Encryption: AES 256

- Digest: SHA-256

- ESP tunnel mode

- Diffie-Helman Group: DH14 (MODP2048 bits)

- Perfect forward secrecy for rekeying

- SA lifetime of 3600 seconds (one hour) with no Kbytes rekeying
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